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Today’s students and educators access an ever-growing number of cloud-based applications from a variety

of devices. Rapidldentity Authentication streamlines that process to ensure seamless and secure user access.

Rapidldentity Authentication helps organizations boost productivity with secure, Single Sign-On (SSO)
to on-premise and cloud-based systems while enhancing security with robust Multi-Factor Authen-
tication (MFA). Rapidldentity supports many authentication methods, including the latest frictionless
smartphone-based technologies and risk-based authentication. Rapidldentity makes faculty, staff, and

students more productive and secure.

Enhance Student Experience

Put an end to password-related support calls and remove distractions to learning with secure
'0 Single Sign-On (SSO). All resources reside in a single portal that provides personalized, one-click
access to the applications and systems students and educators need.

Simplify and Secure the Login Process

N Provide all users, including young students, easy access to resources, with a Password-less and
student-friendly authentication methods include smartphone-based push notifications, TouchiD,
Hello, Keychains (webAuthN form factors), QR code badges, pictograph authentication, and
more.

Cybersecurity Insurance Requirements

' Improve security and reduce cybersecurity insurance premiums with Rapidldentity Authentica-

== tion. Streamline and protect login processes with flexible yet secure MFA.



Rapididentity Authentication is designed to address the unique needs of your academic institution
with features including:
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CONFIGURABLE SINGLE SIGN-ON

Provide users with one-click access to thousands of cloud-based and on-prem applications
and services with the ability to hide, remove, and organize quick-launch icons. Integration
options: SAML 2.0, OAuth, OpenID Connect, and Form Fill.

USER-FRIENDLY SELF-SERVICE CAPABILITIES
Empower users to claim their accounts and reset their passwords in Rapidldentity.

SUPPORT FOR DUO AUTHENTICATION
Utilize your investment in Duo by implementing the Duo Web SDK as an authentication meth-
od that can be activated within an Authentication Policy.

TAILOR EACH USER’S LOGIN EXPERIENCE
Automatically assign any combination of authentication methods based on an individual us-
er’'s needs, abilities, and risk levels.

PHISHING-RESISTANT MFA

Leverage the World Wide Web Consortium’s open “Web Authentication” standard (WebAuthn)
to provide phishing-resistant authentication that utilizes device-level security, paving the way
for a transition to passwordless authentication for your organization.

WIDE RANGE OF SECURE AUTHENTICATION METHODS
Rapidldentity supports a broad selection of authentication methods so you can balance
security, compliance requirements, and staff and student needs.

Push Authentication

Fido Tokens

One Time Password (soft token app, no fee mobile sms, email)

Challenge Response Questions

QR Code

Pictograph

Social Login

Duo Authentication

Password

Federation

Kerberos

WebAuthn (Passkeys, Windows Hello, FacelD, TouchlID)
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