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Rapididentity Authentication

HEET

Today's students and educators access an ever-growing number of cloud-based applications from a
variety of devices. Rapidldentity Authentication streamlines that process and ensures seamless user
access, while protecting all entry points.

Rapidldentity Authentication helps organizations boost productivity with secure, Single Sign-On (SSO) to
on-premise and cloud-based systems, while enhancing security with robust Multi-Factor Authentication
(MFA) that adds an extra layer of protection or can even replace passwords altogether. Rapidldentity
Authentication supports a broad range of authentication methods, including the latest frictionless
smartphone-based technologies and risk-based authentication. With Rapidldentity, faculty and students
are more productive, and everyone is safe and sound.

Enhance
Student Experience

Put an end to password-related
support calls and remove dis-
tractions to learning with secure
Single Sign-On (SSO). All re-
sources reside in a single portal
that provides personalized,
one-click access to the applica-
tions and systems students and
educators need.

Simplify & Secure
the Login Process

Provide all your users groups,
including young students, easy
access to resources with a
variety of password-less and
student-friendly authentication
methods, including smart-
phone-based push notifications,
QR code badges, pictograph
authentication, and more.

Cybersecurity
Insurance Requirements

Increase security to address
regulations that require strong
authentication, while stream-
lining log-in processes. Rapid-
Identity Authentication enables
academic institutions to sus-
tain an insurable technology
infrastructure and lower cyber-
security insurance premiums.




Rapidldentity Authentication is designed to address the unique needs of your academic institution
with features including:
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CONFIGURABLE SINGLE SIGN-ON

Provide users with one-click access to thousands of cloud-based and on-premises appli-
cations and services with the ability to hide, remove, and organize quick-launch icons.
Integration options: SAML 2.0, OAuth, OpenID Connect, and Form Fill.

USER-FRIENDLY SELF-SERVICE CAPABILITIES
Empower users to initially claim their accounts and reset their passwords in Rapidlden-
tity.

SUPPORT FOR DUO AUTHENTICATION
Leverage existing investments in Duo using the Duo Web SDK as an authentication
method that can be enabled on an Authentication Policy.

TAILOR EACH USER’S LOGIN EXPERIENCE FOR THEM

Provide the right level of user experience and security by automatically assigning any
combination of authentication methods based on that individual user’s needs,
abilities, and risk-levels.

PHISHING-RESISTANT MFA

Leverage the World Wide Web Consortium’s open “Web Authentication” standard (Web-
Authn), to provide unphishable authentication that leverages the device-level authenti-
cation and puts the organization on a path to passwordless authentication.

MULTI-FACTOR AUTHENTICATION FOR WINDOWS AND VPN LOGIN

Deploy the right mix of authentication factors, while providing your users with a fast,
secure logon to their Windows devices and federated remote access solutions (VPNSs,
SSO portals, virtual desktop infrastructure, etc.) for your remote users.

WIDE RANGE OF SECURE AUTHENTICATION METHODS
Rapidldentity supports a broad selection of authentication methods so you can balance
security, compliance requirements, and the needs of educators and their students:

Push Authentication

U2F Fido Tokens

One Time Password: (soft token, SMS, email, and backup codes)
Challenge Response Questions
QR Code

Pictograph

Social Login

Duo Authentication

Password

Federation

Kerberos

WebAuthn

IDENTITY FOR MORE INFORMATION CONTACT:
AUTOMATION sales@identityautomation.com
877.221.8401

www.identityautomation.com



