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THREE STEPS TO DEPLOYING CJIS COMPLIANT ADVANCED AUTHENTICATION

1. SELECT THE AUTHENTICATION TECHNOLOGY 
THAT WORKS BEST FOR YOUR ORGANIZATION
RapidIdentity supports six forms of advanced authentication 
methods as defined within the CJIS Security Policy. The solution  
is capable of supporting dozens of workflows while providing  
the highest level of flexibility and ensuring full compliance and  
user satisfaction. 

Need a low-cost option? Risk-based authentication is a popular 
tokenless choice. Want to leverage existing hardware investments? 
Consider using the embedded fingerprint or card readers in laptops, 
or leverage an existing magnetic stripe reader connected to your 
mobile units.

Looking for an easy-to-use solution for the officers? Maybe opt 
for using an existing building access badge for tap in-and-out 
convenience. Concerned about having the highest level of security? 
Implementing digital certificates with contact smart cards or tokens 
can be a great solution.

With deep experience in all kinds of authentication, Identity 
Automation will help you select the best fit for your agency today 
and keep you future-proofed as the CJIS Security Policy evolves.

2. INSTALL AND DEPLOY RAPIDIDENTITY
With no additional appliances or servers to purchase, RapidIdentity 
MFA and RapidIdentity eSSO are installed, configured, and running 
in a matter of hours. Automated processes tie in to existing 
infrastructure, like Active Directory and mobile VPNs, minimizing 
the effort required to get started. Authentication method selection, 
desired policies, and system preferences are straightforward 
settings in an easy-to navigate web interface. Client installation 
can be pushed out with standard desktop publishing tools. In the 
event your agency has specific environmental requirements, our 
engineers are ready to walk you through the process to make sure 
the experience is a smooth one.

3. ENROLL USERS
Enroll once. Authenticate anywhere. The user enrolls in the system 
one-time, on one machine, and then can roam to any machine, 
including mobile units. Cases such as forgotten cards or forgotten 
PINs are handled automatically through easy to understand self-
service processes.
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CONCERNED ABOUT KEEPING UP WITH FUTURE CJIS SECURITY REQUIREMENTS?
RapidIdentity is the only solution that protects you from a rip-and-replace scenario. We offer the only complete authentication solution that 
protects your agency today and in the future. Call us today for a full demonstration and see the benefits for yourself.

KEY FEATURES OF RAPIDIDENTITY MFA AND RAPIDIDENTITY eSSO

• RFID CARDS, FOBS, TAGS, AND NFC ENABLED SMART PHONES

• SMART CARDS AND USB TOKENS WITH PKI

• BIOMETRICS (FINGERPRINT)

• MAGNETIC STRIPE (AGENCY ISSUED ID CARD OR DRIVER’S LICENSE)

• RISK-BASED AUTHENTICATION (TOKENLESS)

• ONE-TIME PASSWORD TOKENS AND CARD

• PUSH AUTHENTICATION ON MOBILE DEVICES

PASSWORD REDUCTION AND ELIMINATION • PROXIMITY CARD AUTHENTICATION • SMART CARD AUTHENTICATION WITH PKI

KNOWLEDGE-BASED AUTHENTICATION • TRANSACTION-BASED AUTHENTICATION • TWO-FACTOR REDUCED SIGN-ON

SELF-SERVICE PASSWORD RESET • ADVANCED AUDITING AND LOGGING • SMOOTH ROAMING BETWEEN SYSTEMS

ENHANCED SECURITY FOR KIOSKS • ENABLES ENCRYPTION AND DIGITAL SIGNATURES • AUTO DESKTOP LOCKING

FAST-USER SWITCHING & CITRIX® HOT DESKTOP • FUNCTIONALITY ON WINDOWS 8, 10 AND MAC
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Contact Sales: sales@identityautomation.com
Contact Support: support@identityautomation.com

Other information: info@identityautomation.com

Toll Free: 877-221-8401
Voice: 512- 918-3200

Corporate Headquarters:
8833 N. Sam Houston Pkwy. W.

Houston, TX 77064
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