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ROGUES’ GALLERY

OF EMPLOYEES

The Three Rogue Employees Bringing Unwanted Risk to Your Company

A significant security vulnerability often overlooked is the internal threat — employees and
ex-employees. Many of the biggest attacks originate from inside the enterprise from fully
authenticated users. And these rogue employees don't always have malicious intent;
sometimes they're dedicated employees who mistakenly committed an oversight.

Beware the three types of rogue employees often overlooked by enterprises.

THE A
INNOVATIV

The Innovative is creative, ambitious, resourceful, efficient,
and rebellious. She presents great risk precisely because
she's good at her job. She's always looking to use the
newest technology and thinks she knows the best, fastest,
or most efficient process. She's constantly looking for an
advantage — a better, more productive way to work —
even if that means circumventing corporate IT policies.

The Bad isn't always a slighted worker out for revenge or a
master cyberthief stealing proprietary information. Most
often, he's an Access Hoarder or Over-Privileged employee,
thinking he's doing good for the company, but possessing a
sense of entitlement. He demands to be involved in as much
as possible, racking up access to systems and refusing to
relinquish it, while simultaneously opening the organization
up to increasing points of potential external attack.

The Lazy brings a high degree of sloppiness and low
degree of attention to his compliance with your IT policies.
In fact, he may not even understand or know about your
security protocols. He is most concerned with his own
personal convenience and has no desire to learn anything
new. He sticks to the systems he already knows, even if
your company doesn't approve of those.

To learn more about these Rogue Employees, including how to stop them,
read The 3 Types of Rogue Employees — and How to Stop Them,
the new eBook from Identity Automation.

Streamlined security begins with identity management.
|dentity Automation’s mission is to secure and manage
user identities and access on-premise, in the cloud, and
anywhere in between.
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www.identityautomation.com/rogue-employees




